Helpful Command Reference
V2

Hot Keys
win– e




Open my computer window

win-r




Open run line
win-d




hides all windows
Software
Nmap




security evaluator

Blat




command line email sending

Psexec




execute processes remotely

NirCmd



helpful cmd tool. Connect to vpn and more.

DCPC
remotely synchronize all workstations passwords for a given user account like the local ADMINISTRATOR.

BGINFO 
workstation key info displayed on the desktop
Run Commands
Control




open control panel

Control userpasswords2


open user accounts control panel

Eventvwr



open event viewer

Firewall.cpl



open firewall control panel

Ncpa.cpl



open network connections control panel

Dnsmgmt.msc



open dns manager 

Dcomcnfg



open DCOM component manager

Rsop.msc



shows what policies are applied for local comp and domain

Mstsc




RDP client

appwiz.cpl



opens the program control panel

gpedit.msc



opens the group policy editor, allows you to customize almost





anything for windows

secpol.msc



opens up the security policy

gpmc.msc



opens up the group policy manager (different from gpedit)

winver




displays windows version information

p3server.msc



opens up pop3 server

Console Commands
Mem




shows memory statistics

iPconfig /registerdns


re-registers the computer with its dns server

Ipconfig /flushdns


Flushes DNS Resolver cache

Taskkill
/im process.exe


allows you to kill a task using the command line

Perfmon



Opens performance monitor MMC

SC




Service control manager

netstat –ano



shows ips and ports listening and connected
Gpupdate



updates the group policy ini file (/force, too)
Batch Stuff

: <label name>



creates a label

Goto <label>



goes to specified label

FOR /F “TOKENS=2* DELIMS=:” %%A IN (’NETSH INTERFACE IP SHOW CONFIG ^| FIND “SubnetMask”‘) DO FOR %%B IN (%%A) DO SET SUBNETMASK=%%B

FOR /F “TOKENS=2* DELIMS=:” %%A IN (’NETSH INTERFACE IP SHOW CONFIG ^| FIND “IP Address”‘) DO FOR %%B IN (%%A) DO SET IPADDR=%%B

FOR /F “TOKENS=2* DELIMS=:” %%A IN (’NETSH INTERFACE IP SHOW CONFIG ^| FIND “Default Gateway”‘) DO FOR %%B IN (%%A) DO SET DEFGATEWAY=%%B

:: Note: the following code will extract only the last IP address from the list
FOR /F “TOKENS=2* DELIMS=:” %%A IN (’IPCONFIG /ALL ^| FIND “IP Address”‘) DO FOR %%B IN (%%A) DO SET IPADDR=%%B

::Extract the Netbios name
NBTSTAT -a %ipaddr% | FIND “NetBIOS” >NUL
IF ERRORLEVEL 1 GOTO skip ‘no valid netbios name
FOR /F “tokens=1* delims= ” %%A IN (’NBTSTAT -a %ipaddr% ^| FIND ” “‘) DO IF NOT [%%A]==[] SET netbiosname=%%A

PSExec Ideas

NetSH - lets you remotely change an IP, Gateway or DNS record (Use PSEXEC to connect remotely). Example: netsh interface ip set address “Local Area Connection” static %IPADDR% %SUBNETMASK% %DEFGATEWAY% 1

